
Internet Safety
Helping Teens Stay Safe Using the Internet      [image: image1.jpg]



The internet is a wonderful creation. Information is limitless. It’s fun. It’s a great communication tool. Although there are many positive aspects of the internet, there are also some negative aspects we need to be aware of, and we need to teach our teens about.
Teach the kids that:
[image: image2.wmf] There are people out there who are trying to lure them and trick them into many things. 

[image: image3.wmf] They may try to trick them into meeting them. This is NEVER safe. They don’t know who they are – and who they pretend to be on the internet is not who they actually are. They are very skilled at tricking young people (and old) into meeting them.
[image: image4.wmf]They may try to trick them financially. Once credit card or bank information is given – it can easily fall into the wrong hands. Identity theft is a growing problem and the devastating effects can last for years.

There are things you can teach them to do to protect themselves.

· Teach them the value of their personal information. Teach them not to share this information. There is no reason to give out addresses, phone numbers, or real names. Giving out this information puts them at great risk for danger. 

· Teach them not to fill out profiles. Although profiles may seem confidential – they are NOT. The survey to open an account or join a chat room can be easily accessed by a predator.

· Help them choose fun nicknames that a boy or girl could use. Teach them not to give out their real name or email address.

· Teach them that if they are in a chat room – they should never exit for a private chat. This is a very common way for predators to trick people. They are very good at tricking people into divulging too much information or doing things they don’t want to do.

· Teach them it’s ok to just log off. If someone does or says something to make them feel uncomfortable – it’s their right to just unplug. No explanations required. 
A few words about porn sites…               
Porn sites use key words for searches to lure internet users into their site. For example, they may use popular clothing line names in their description just to lure people in. Porn sites get revenue just by someone clicking on their site. The deeper the person enters the site, the more revenue it generates. These sites are also designed so that once a user clicks on the site – it is very difficult to exit. Many times “X” ing out, clicking on “close”, or Alt F4 do not work. Teens may panic if this happens – thinking they are going to get into trouble, etc, Teach them not to panic, and not to continue clicking on the close button that is taking you further into the site - simply restart the computer. 
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The internet – seems safe enough… you’re in your own home, safe, talking to who you choose, having fun chatting in a chat room… How dangerous could it be????

VERY! 

These dangers can affect you physically, emotionally, and financially!
[image: image6.wmf] There are people out there who are trying to lure you and trick you into many things. 

[image: image7.wmf] They may try to trick you into meeting them. This is NEVER safe. You don’t know who they are – and who they pretend to be on the internet is not who they actually are. They are very skilled at tricking young people (and old) into meeting them. Don’t put yourself at risk. 
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There are things you can do to protect yourself.

· Know the value of your personal information. Do not share this information. There is no reason to give out your address, phone number, or real name. Giving out this information puts you at great risk for danger. 

· Do not fill out profiles. Although they may seem confidential – they are NOT. When you complete the survey to open an account or join a chat room – that information can be easily accessed by a predator.

· Choose fun nicknames that a boy or girl could use. Do not give out your email address.

· If you are in a chat room – do not exit for a private chat. This is a very common way for predators to trick people. They are very good at tricking people into divulging too much information or doing things they don’t want to do.

· If someone does or says something to lure you – or you just feel uncomfortable about something they have written – simply log off. No explanations required. You have that right.
A few words about porn sites…               
Porn sites use key words for searches to lure you into their site. For example, they may use popular clothing line names in their description just to lure you into their sites. Porn sites get revenue ($$$$ MONEY) just by someone clicking on their site. The deeper the person enters the site, the more revenue it generates. (Pretty sneaky) These sites are also designed so that once you click on the site – it is very difficult to exit. Many times “X” ing out, clicking on “close”, or Alt F4 do not work (even sneakier). Don’t panic if this happens. Don’t keep clicking on the close button that is taking you further into the site - simply restart your computer. 
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